Freedom of Information Act – 1 January 2005

UK Chapter Vice-Chairman Chris Brogan, MA offers some thoughts

On 1st January 2005 the Freedom of Information Act takes effect. In brief, this legislation allows Joe Public access to most information held by public authorities. It also allows to the industrial spy, the activist, the fraudster, and general all round villain. At first glance that might not seem of any great importance, but let me see if I can sow a few seeds in your mind. 

Most companies at some stage of their development will file information with a public authority. Your organisation may even be putting in a tender document for an authority's business. Just consider what is in that tender document. How much of the information would you consider to be confidential? Even if you don't consider it confidential, would you really want it to get into the hands of: 
a) Your competition
B) Activists
C) Fraudsters?
Do you really want those persons to have knowledge of your:-
1) Systems
2) Methodology
3) Key personnel
4) Pricing structure etc?
We are constantly reading in security magazines that information is one of the most important assets of a company. One of the objectives of a Security Manager is to protect the company's assets, and yet here we have a piece of legislation that makes a company's information readily available. 
There are safeguards built in to the Freedom of Information Act. You can classify what you consider confidential and what isn't. It doesn't mean that the authority would agree with you. Do you really want someone outside your control and influence making important decisions of this nature on your behalf?
Can I ask you then what steps are you taking to protect your company's information in view of the Freedom of Information Act? Or, as I suspect, is it something that your Security Department have not been involved in? Has it just been left to those in your organisation who know little or nothing about information security? Could it start to make a nonsense of all that money spent on passwords, firewalls, and information security generally, when the spy, activist, fraudster can wander into the public authority and demand this right under the Freedom of Information Act? He wouldnt even need to give his real name and address.
I thought I would share those thoughts with you.
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