“Espionage, the world’s second oldest profession” contributed by John Little AMIEEIE, MIIMPRIVATE 

Bugging: What do we defend ourselves against? 

The term defence in depth has been in common use for decades, but Defence in Breadth is the issue most often over looked, especially in the field of Electronic Counter Measures (ECM). In the beginning clandestine surveillance was a hidden microphone wired back to a listening post. Nowadays the main preoccupation is thoughts of super high technology ultra miniature bugs operating well into the microwave frequencies. There are those who seem to view bugging as a matter of status; - 

“I am important enough to be bugged, therefore I should be bugged by technology befitting my station in life!”
Alas the Lord of the Manor may well be status or fashion conscious, but the Poacher most certainly is not. The first method used by all professional attack teams is still a wired microphone. The sound quality of the audio received is excellent and reliable. Once installed, often using spare cabling within the existing services network, the attack will last indefinitely. 

This is an example of an AUDIO device, and a LOW TECHNOLOGY device.

At the other end of the scale, HIGH TECHNOLOGY MICROWAVE systems with sophisticated disguised and or encrypted transmission modes, once the classified province of battlefield communications, are now available on the open market at a cost well within many budgets. In addition targets other than speech are now realistic.

Therefore the ECM Defence in Breadth concept should embrace AUDIO to VIDEO to MICROWAVE, LOW to HIGH TECHNOLOGY.

Bugging: How do we defend ourselves?

The ECM Defence in Depth concept should embrace seamless, preferably overlapping equipment capabilities. SWEEPS, the process of looking for Bugs, can be arduous and tiring, and are conducted by “humans”. Should an operator “err” with one piece of equipment, one needs a back up so as not to miss anything. This task of sweeping is not easy. Build in the safeguards just as you do with your physical security. The specification of a sweep facility should contain all of the above mentioned criteria.

ECM -  Sub-Contract

This is the most common route. There are a range of sweep organisations in existence, ranging from a man with a small black box with a red light, a dirty raincoat and a nervous twitch, to highly experienced professionally equipped, ex government or military service teams. A Security Manager should be fully conversant with sweep operational needs when engaging a sub contract service.

The advantages are of course cost effectiveness, you are only paying for the service as required, which is often on an infrequent basis. 

The disadvantage is that many ECM needs are not predictable and require rapid response. The immediate availability of a good team can be a problem.

ECM -  In-house

If you have a large ECM requirement, forming an in-house sweep team is an option. The decision can be justified either on financial grounds, the sub contract bill is now equal to or greater than the cost of establishing an in house facility, or threat assessment, the security level required demands no outside input at all.

However there are many considerations when looking to this option, including availability of suitable personnel, cost of equipment and the necessary training.

ECM -  Some of Each?

An analogy I like to use when looking at a professional sweep service is the medieval Knight. He had a layered defence system. Next to the skin chain mail, above that a traditional suit of armour, and then the sword and shield. This equates to an experienced, well-trained and well-equipped sweep team.

However when your Knights in shining armour have finished the sweep and gallop off into the distance, you may not want to feel stark naked. Some easy to operate, first line defence equipment is well worth considering. The main danger here is that it has to be fully understood that this is just chain mail, and no defence against an all out assault. Also it is all too easy for this approach to weaken the resolve at those times when there is a serious need to deploy the full level of protection.

What ever the future holds, one thing is for sure:

The Bugging problem is not going to go away. 

For organisations at risk the headache remains. 

For people like me it means I will continue to live through interesting times.
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