25 August 2004

BANK FRAUD

A fraud is being perpetrated via e-mail.  

If you are a Lloyds TSB customer and you receive an e-mail similar to the one below DO NOT RESPOND to it.  The hyperlink which appears to take the customer to the lloydstsb.com site actually links to a bogus site.

I have informed Lloyds TSB of the bogus e-mail and they are acting on it (see exchange of e-mails below)

It is possible that the same fraud attempt may be made to customers of other banks  so please be aware of this and inform others as you see fit.

Charles Thompson
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From:  supportc@loydstsb.com
o Conset

=

Subject: Loyds Tsb Security Update

Sent: Mon 23/08/2004 23:04

Supportc
Urknown contsct

® Lloyds TSB

Dear Valued Customer,

- Our new security system will help you to avoid
frequently fraud transactions and to keep your
investments in safecy.

- Due to technical update we recommend you to
zeactivate your account.

Click on the link below to login and begin using
your updated Lloyds Tsb account.

1f you have questions about your online statement,
please send us a Bank Mail or call us at 1-300-374-9700

We appreciate your business. It's truly our
pleasure to serve you.

Lioyds Tsb Customer Care

To log into your account, please visit the online banking





Exchange of e-mails

From: conset@compuserve.com 
Sent: 24 August 2004 12:54 

Dear Online 
  
I spoke earlier today to your fraud department who have advised me to contact you regarding the following. 
  
I have today (24 August) received an e-mail (copy below) which purports to come from Lloyds TSB  and which is quite likely a fraud attempt.
  
The hyperlink, which appears  to take the user to the Lloydstsb.com web site actually links to the following site (http://lloyds-validate.info/) where presumably gullible customers are required to upload personal account information.  I have not entered the site myself.
  
If you are not already aware of this fraud you may wish to take appropriate action and also inform your customers not to respond to the e-mail.
  
Incidentally, I am unable to forward the original e-mail as the "forward" link on the relevant e-mail page has been purposely de-activated.  
  
Regards 
  
Charles Thompson 
AMC Bank (Lloyds TSB) Customer, Kent 

==============================
Response from Lloyds TSB

Thank you for your e-mail. 
We are currently investigating this matter further and thank you for taking the time to forward this information. 

If you have any further queries, please do not hesitate to contact us at Internet.banking@lloydstsb.co.uk 
Kind Regards 
James Deason 
Lloyds TSB Online 
==============================
