Airport Security: 

Where We Are Today And The Foreseeable Future
As with many things in life, to gain a better understanding of any process, it helps to know the origin of that process, aviation security is no different and to help understand why passengers are subjected to the current regime at airports today, it is useful to know how this process developed

International aviation security is governed by Standards and Recommended Practices and these are set out in a document often simply referred to as Annex 17, but where did these practices originate? The origins date back nearly seven decades ago when a group of 54 member nations (or states) met in Chicago Illinois in November and December 1944 under the auspices of a United Nations body called the International Civil Aviation Organization, or ICAO for short. The culmination of this meeting was the adoption of a Convention on International Civil Aviation forever known as "The Chicago Convention". This convention was designed to make arrangements for the immediate establishment of provisional world air routes and services, and also to set up a council to collect, record and study data concerning international aviation and make recommendations for its improvement. Since those early days there have been several additional measures. Called ICAO legal instruments, the key ones are: -
· The Tokyo Convention, 1963, a convention on offences and certain other acts committed on board aircraft.

· The Hague Convention, 1970, a Convention for the suppression of unlawful seizure of aircraft.

· The Montréal Convention, 1971, the convention for the suppression of unlawful acts against the safety of civil aviation.

· The Montréal protocol, 1988 a convention for the suppression of unlawful acts of violence at airports serving international civil aviation, and;

· The Convention on the marking of plastic explosives for the purpose of detection, this last convention was signed in Montréal in 1991.

These conventions have been encapsulated in various editions of the International Standards and Recommended Practices contained in Annex 17, the first edition of which was published in March 1974. Although the Standards and Recommended Practices of Annex 17 are governed by the ICAO Legal Instruments, (the conventions,) these do not have any legal standing and ICAO does not have any legal authority to enforce the Standards, let alone the Recommended Practises; member nations and airports operating in those member nations, are not obligated to apply the Standards, although the majority do so. The implementation of Standards is essentially a voluntary basis and member nations can opt out of any particular Standard by notifying the (ICAO) Council that it does not intend to adopt and or apply a particular measure stop. While member nations can “file a difference” as the opt out is referred to, many and perhaps surprisingly, or perhaps not (including some of the very large member nations) have failed to implement a standard without “filing a difference”.

That aside Annex17 forms the basis of the security measures implemented at airports of the existing 190 member nations, including the UK. As I will explain later, some member nations implement more stringent measures, but first let’s explore how the 74 standards and 20 recommended practices of the current, 8th  edition, published in April 2006 were born.
Without exception every new Standard and Recommended Practice is a direct result of a major aviation security incident such as the multiple aircraft hijacks by the PLFP of the PanAm, TWA, Swissair and British Airways predecessor, BOAC flights that ended up at Dawsons Field in Jordan. The consequence of these attacks was the birth of passenger and their carry on baggage screening that we have become so accustomed to at airports today. The measures implemented were screening of passengers by simple metal detectors (hand held and early designs of walk through metal detectors) and screening of carry on baggage by basic x-ray systems. These measures were designed to mitigate the risk from hijacks through detection of simple hijack weapons such as knives and handguns, this process however has formed the cornerstone of the ongoing passenger screening process.

The next key incident, certainly as far as the UK airport security was concerned, was the “Hindawi” incident, an attempt to destroy an ELAL aircraft from Heathrow on 17 April 1986. The attack relied on the use of a “gullible” passenger, the girlfriend of Nezar Hindawi, carrying an improvised explosive device (IED) in her baggage without her knowledge, a classic “mule” operation. Unfortunately the technological developments of x-rays used for screening carry on baggage had not significantly improved over the early, circa 1970 technology, although the outward appearance of the x-ray equipment gave the impression of it being more effective (conveyor belts etc), in reality the detection performance had not improved sufficiently, they were still essentially designed to allow the operator to detect knives and guns, in other words classic hijack weapons. 
History will no doubt continue to state that the bomb attack was prevented only as a result of the Israeli airlines own security screening of passengers through their profiling process, but in fact, speaking as one who was there on the day, while the Israeli profile process successfully identified the "mule" passenger, Anne Marie Murphy , which resulted in the taking part of her baggage and finding the main explosive pack hidden in the base of the expanding suitcase, the security staff did not find the actual "IED". This was hidden inside a palm sized scientific calculator which had been disregarded after a quick check that the keypad appeared to work, and was placed alongside other "clean items". The actual bomb, was only detected by the Metropolitan Police Senior Explosives Officer who could not believe that anyone would go to such lengths simply to smuggle explosive materials into Israel. Having checked the items disregarded by the airline security staff the bomb squad officer identified the " bomb" and successfully diffused the device.

This event, perhaps surprisingly, had little impact on the security processes and no improvement whatsoever on the development of technology used for baggage screening.

The next event, this time a much more significant event as far as aviation security was concerned, as it resulted in the total loss of everyone on board the aircraft and 11 innocent members of the public from a small town in Scotland, this of course was the "Lockerbie" incident. At the time of the Lockerbie bombing in 1988, very few bags carried in the aircraft hold as passenger checked baggage was subject to screening, those that were, including US flag carrier flights to the US from Europe, but not the other way round, flights from US to Europe, were screened. This included the bags on board the flight PA103. All of the baggage from passengers checked in at Heathrow was screened at Heathrow by the airline, and those bags transferred from the feeder flight PK103A were screened at Frankfurt. Unfortunately the x-ray technology at both airports was similar to the technology used during the Hindawi incident in 1986, and quite simply not capable of detecting explosives hidden inside checked baggage.

The immediate consequences of this incident were felt much more in the UK than the rest of the world, perhaps because of the intensive media coverage given to the Heathrow security measures. This resulted in major changes to the UK aviation security regime with the airport industry working in close conjunction with the UK regulator, the Department of Transport, developing a series of significant improvements to the UK airport security programme. This included 100% screening of all checked baggage, screening of all staff entering the airside security areas to the same standards as passengers, improved access control processes and a range of other enhancements, which became known as the "Seven point plan". 

Although all of the measures made significant enhancements to airport and airline security, one of the key improvements was the development of a checked baggage screening system that was designed to detect explosive materials. This programme was driven by the recognition that simply doing more of the same, i.e. screening every bag by the technology of the day, which could not detect explosives, did little to actually protect the passenger or the airports interests. As Airport Security Manager for Heathrow, at the time of the PA103 incident and later as Head of Group Security for all BAA airports, I was tasked with leading a team to developed a better and more effective checked baggage screening process, working in conjunction with the DoT we conducted a series of airport  trials of cutting edge technologies, culminated in 1993 with the world’s first  airport integrated checked baggage screening system which could actually detect real ”bombs”. While the technologies for explosives detection have improved since the early 90’s the screening concept remains the same and is now the de facto industry standard.
Although these measures had a significant impact on the airports in the UK it was not until the next major security event that most if not all of these measures were adopted more widely. This event, on the 11 September 2001, the simultaneous hijack and control of the flight deck by terrorists on a suicide mission, of four aircraft flying domestic routes in US airspace, (commonly referred to as 9/11) is well-documented and needs little further explanation here except to say that it resulted in airports throughout the United States and Europe dramatically enhancing their security processes and subsequently adopting many of the security measures that the UK developed post PA103. Needless to say the Annex 17 Standards and Recommended Practices were reviewed and changed to reflect the fact that attacks on civil aviation were not limited to international flights and one of the key changes is that Annex 17 now applies to domestic air services as well as international. 
There were two other major changes as a consequence of the 9/11 incident, one was the recognition by the United States that their own security program was sadly lacking and needed to be completely overhauled, and the second was that the European Union decided that it should take a more hands-on approach to aviation security within the European Union member states.

Europe had in fact been working to a much higher level of security measures than Annex 17, these were set out in Document 30 of the European Civil Aviation Conference (ECAC), founded in 1955 and with currently 44 European member states, ECAC had for many years set the baseline security standards for airports and airlines operating within Europe, these standards, based on Annex 17 Standards and Recommended Practices, were added to and enhanced in recognition that there was an increased security threat to civil aviation within Europe. Prior to the events of 9/11, the UK security program incorporated all of the security measures contains in Doc 30, and was in fact relatively successful in promoting the post-Lockerbie security enhancements in the UK within the wider European security regime through Doc 30.

It was perhaps natural therefore that when the European Union decided that it was going to establish common standards at EU member state airports that it would adopt the measures set out in Doc 30. At the time that the EU common standards were being developed this applied to 10 EU member states only, this number has since increased and now impacts on 27 member states, it is also the only aviation security legislation that is enforceable by Law, in this case European law. The impact of this is that there is, or there should be common standards at all airports working within the 27 EU member states, however the frequent travellers amongst us may have noticed that there remains some variation at EU airports, these common standards are only as effective as the Security staff carrying them out, but they are subject to regular audits and inspections by fellow EC member states so any major inconsistencies should be identified and rectified under the audit process.
Within the EC the common standards form the base minimum that airports and airlines are required to apply and be measured against, but it is possible for member states to implement additional measures subject to justification of those measures against the local threat, the UK has historically taken benefit of this to enhance its own programme.

This brings us neatly to the next significant change in airport security processes; the so-called "liquids" threat in August 2006. The early draconian counter measures, introduced rapidly throughout UK airports in the banning of virtually all carry on baggage was subsequently relaxed to apply to a more reasonable limitation of carry on baggage, in line with industry practises and restrictions on the quantity of liquids that passengers were able to have in their carry on baggage, this very quickly grew from simply being a UK problem to a global problem that remains with us today and for certainly the next 2-5 years until technology delivers a practical solution. 
This article does not discuss the merits of whether the threat from liquid explosives is a real and current danger, suffice to say that the threat from liquid explosives is not new and was first brought to our attention with operation Bojinka in 1994 with the unsuccessful attempt to destroy at least 12 US bound aircraft from airports throughout the Far East. 
What is new, in terms of the threat from liquid explosives, is the 9/11 twist, the growing threat from "suicide" bombers. We were of course told that the threat to aircraft in flight from liquid explosives was a real and present danger, although that still had to be proven in a court of law, why otherwise would the industry and the travelling public have been forced to accept such draconian measures. 
We don't know if any successful explosion would have resulted in catastrophe damage to the aircraft, but we do know that the countermeasures are probably the most disruptive and disliked ever to have been forced upon the travelling public.  While we must always support relevant countermeasures, we should not forget that these measures must also support the interests of the travelling public and the businesses that are there to provide those services.

 What this brief review of history tells us is that the security measures in place at our airports today are essentially a reaction to past events; there is scarce evidence of any forward thinking or of proactive measures having been put in place and what we have relies almost exclusively on technology. There is a new wave coming however, for many years now, usually following an incident, the Israeli profiling system is cited as the way forward, while on closer examination it is obvious that the classic Israeli interview interrogation profile operation is not suitable for large airport operations as the volume of passengers simply could not be catered for without serious delays or even longer queues at the airport. 

That said there is a growing acceptance of a softer approach using behavioural analysis skills, the study of passenger behaviour patterns, body language, micro expressions, etc. A similar process by many names, they are processes that enable people acting out of the ‘norm’ to be identified and presented to more thorough screening. This process has been around for many years mostly with border control agencies, (Customs etc) but is now been used at some airports in the US, and the UK and soon to be trialled in Canada.
Behavioural studies alone are not sufficient to safeguard civil aviation but used with the latest technologies, some of which are now been trialled at major airports is clearly a viable solution.  I am of course referring to the current trials on people screening using whole body imaging with X-ray backscatter or millimetre wave technology, while these can be very effective there is still some work to be done on privacy concerns with the so called ‘’naked scanner’’. I believe that with the appropriate operational protocols and good media management that these concerns can be put in proper perspective and the privacy concerns satisfactorily addressed.
Despite recent changes to the use of this technology, specifically the simultaneous dual screening of passengers front and back, the scanning time has been much reduced but it is simply not possible for every passenger to be screened by this type of technology as frankly it takes much longer than the processes we have come to expect and need for busy airport operations. However selective use, coupled with the latest bag screening technologies that actually have explosives detection capabilities is obviously the best way forward. 
There are cost issues of course as this type of equipment is (as with the new people scanners) significantly more expensive that the traditional conventional x-ray, but if our governments are serious about improving airport security, these can and should be addressed quickly. One simple method here in the UK could be funding the new systems from the Air Passenger Duty, this is in effect a departure tax, based on class of travel and broken into four different travel sectors. The exact income is unclear but some reports (IATA interview) estimate this to be in the region of £2.5bn per annum, none of which goes back into the aviation industry as the security costs have been, and appear to be for the foreseeable future, a cost that the government expects the industry to meet, so for passengers this appears to be simply a form of double taxation. A similar tax, albeit at a lower monetary level, in the Netherlands was scrapped earlier this year by the Dutch government as it realised that the tax was detrimental to its aviation and tourist industry.
The cost of the new equipment aside, in my mind it is unacceptable for us to continue with past practise and add yet more and more reactive measures to counter new and existing threats without taking due regard on the impact on the travelling public, the immediate industry and other industries that depend so greatly on mass air travel. It is time for a radical review of the security measures and look at how these can counter the existing and any future threats without adding more inconvenience to the passenger or crippling the industry. 
One of the major problems we have with the current security regime is that we have also made it so very predictable, this creates a weakness that can be exploited by any intelligent terrorist group, what we must do is add some variability in the screening process so that the actual screening methodology is unpredictable.  
I don't pretend to have the answer but I do know that we should begin now to start looking at a better way, a smarter way of countering this continuing threat.
Given that we all acknowledge that the vast majority of travellers pose no threat we should consider having a matrix style of checkpoint screening, with multiple lanes. The baseline process could be the current checkpoint operation using conventional X-ray and traditional Walk Through Metal Detectors, with the new people screening and automatic explosive detection baggage screening technologies being used for passengers who are selected for more intensive screening. Selection of these passengers would be by behavioural studies such as passenger behaviour analysis, such as the US SPOT programme (Screening of Passengers by Observation Technique) or study of micro expressions. This process would be conducted discreetly at the entry to the checkpoint and could in fact start from the point at which the passenger enters the terminal by roving BDO’s (Behavior Detection Officer’s) who are communicating with their fellow officers at the checkpoint entry. 
By adding a small percentage of random selectees this could add an element of doubt to the ‘terrorist’ on a reconnaissance flight and add in further unpredictability, it would also assist in deflecting the inevitable accusation of “you only picked me because I am -----”. 
Passenger checkpoint screening zones which have a wider range of screening methodologies from the current process to people and baggage screening by enhanced technologies which passengers are routed to by skilled staff trained in behavioural analysis will not only add the necessary unpredictability but will mean that the majority of innocent travellers will once again be treated as valuable customers and not just numbers that have to be subjected to a common standard simply because those responsible for imposing regulations do not have the foresight or perhaps courage to move away from a “common standard” which does not address the current and foreseeable threat to passengers, and our industry. 

The above process would be my ideal checkpoint design, but will it be realised, well, only time will tell.
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